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C Contrast

2. Contrast HublzOS A L=, A1V AM—5,5(4 BV RESA D O—RLET , KAE Tl Windows DAV R
F—2%FEALFET DT, Windows Installers%%')v-7 L. TeamServer®Download%%')v7 L%,

Welcome, Contrast Test!

Licenses
Linux Installers

Windows Installers

Type Version Release Date File Name File Size Download

I:::} TeamServer 37.9.1253 11/03/2020 Contrast-3.7.9.1253-x64.exe 270GB MDS Sum

3. RIZSSAEVRIT7ZAINESHA—RLET, Licenses##EiRL . Download% /')y L% T,

Welcome, Contrast Test!

Licenses

Current License

License Assessment Expiration  Assessment Applications Protection Expiration  Protection Servers

|::> contrast-03-31-2021lic  03/31/2021 5 11/01/2020 0

MD5 Sum

WHWADHEFZA4TSY
Windowsz1E TContrast EOPZEE4TY 5(Z(&. MySQLEZETT 5= DEHEL Tl Visual2015-2022M Visual
C++EMBEMAIRE/ N\ —2 INBETY, FiRR&YFvrA—kL, AV R—ILLTLFZELY:

https://learn.microsoft.com/en-US/cpp/windows/latest-supported-vc-redist?view=msvc-170
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C Contrast

AV A—ILDELT
1. Contrast EOPDA RS (X EBEERDHDILI—FELTEITTIVNELRHYET . A1V AM—SFEIRL. B
D)y oAa—KYEBELLTETEERLES,
N T —zay U=l AO—tf | = | o

T == )
(-) - 1 | & » PC » HUnO0-F v c..| grau0-FDEE o |
X S5AD 28 - Rl =2 H4Z
& gas0-F || contrast-03-31-2021.lic 2020/11/01 21:01  LIC F7-IL 1 KB
B FAIMT [=°] Contrast-3.7.9.1253-x64.exe 2020/11/28 16:52  FIMr—az 2,833,71...
=l BiEERUEER BE<(0)
&  EERELLTERA)
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A&~ M EH(P)
€ Fub0—y HE(H) N

H28 J—IcEEnK)
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YINERD(T)
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23— MvhOERL(S)

ElR2(D)

BEIDEE(M)

JO/74(R)

JEOEE 1 EOESHER 27068 =

UTDEIIAVAS—ILEIENRRENET  Next >TRE22&2 0y ILET,

| Setup - Contrast Enterprise On-Premises 3.7.9 \;Ii-

Welcome to the Contrast Enterprise On-Premises Setup

C/ONTRAST |

This wizard will guide you through the Contrast Enterprise On-Premises installation.

Click Next to continue, or Cancel to exit Setup.
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CC Contrast

2. Contrast EOPDF|AR#I(CONTRAST ON-PREMISES END USER LICENSE AGREEMENT)MW R RSN FE
9, FIRRHZERESEL. | accept the agreementZEiRLE T, Next >REE0)vILET,

| Setup - Contrast Enterprise On-Premises 3.7.9 |;|_-

Accept EULA
figuration License Agreement

g important information before continuing. c |) N T RAST

Appli

Authentica 8 Please read the following License Agreement. You must accept the terms of this agreement before continuing with the
installation.
oo PO T O T T PO Ty TG TG a T G e e TOr g g T
substantially all of [') in the case of Contrast, Contrast's Product business or assets or, (i) in the case of ~

Customer, Customer's business for which Products are licensed (but if the authorized use is not imited, the
assignee is not licensed to expand use beyond Customer's bona fide pre-assignment use plus reasonably
expected growth assuming the assignment and related transactions had not occurred). The provisions hereof
are for the benefit of the parties only and not for any other person or entity. Any notice, report, approval,
authorization, agreement or consent required or permitted hereunder shall be in writing; notices shall be sent to
(i) if to Contrast, 201 Lambert Avenue, Palo Alto, California 34306, or (ji) if to Customer, to the address
provided to Contrast by Customer when ordering the Product (or, in each case, to any updated address that a
party may provide by written notice), Mo failure or delay in exerdising any right hereunder will operate as a
waiver thereof, nor will any partial exercize of any right or power hereunder predude further exerdse. If any
provision shall be adjudged by any court of competent jurisdiction to be unenforceable or invalid, that provision
shall be limited or eliminated to the minimum extent necessary so that this Agreement shall otherwise remain in
full force and effect and enforceable. This Agreement shall be deemed to have been made in, and shall be
construed pursuant to the laws of the State of California and the United States without regard to confiicts of
laws provisions thereof, and without regard to the United Nations Convention on the International Sale of Goods
or the Uniform Computer Information Transactions Act. This Agreement is the complete and exdlusive statement
of the mutual understanding of the parties and supersedes and cancels all previous written and oral agreements
and communications relating to the subject matter hereof and any waivers or amendments shall be effective
only if made in a writing executed by authorized representatives of both parties; however, any pre-printed or
standard terms of any purchase order, confirmation, or similar form, even if signed by the parties after the =
effectiveness hereof, shall have no force or effect. The substantially prevailing party in any action to enforce
this agreement will be entitled to recover its attorney's fees and costs in connection with such action.

(®) I accept the agreement

(_) I do not accept the agreement

3. RIcContrast EOPEZEDTAL VM) [TAV A=V ENEIRELET . KETIE, RRSNI=T IAILDIHEEE
T4LHK) (ZZTIL. C:¥Program Files¥Contrast)& AL E T,

LIZ\EQTer? S= /', Required disk space:IZRRENET DT, +HHBEEIAHINEFERLIZS. Next > R4
DEY)VILETS,

[ Setup - Contrast Enterprise On-Premises 3.7.9 I;Ii-

pt EULA
Installation Configuration Select Destination Directory

shoulc itrast Enterprise On-Premises be installed? C|)NTRAST

Select the folder where you would like Contrast Enterprise On-Premises to be installed, then dick Next.

C:'\Program Files\Contrast]

Required disk space: 8,382 MB
Free disk space: 45 GB

< Back || Mext = | | Cancel

,

v

2,

© 2023 Contrast Security WindowshR Contrast EOPA > Ak— LA (K 5R—



CC Contrast

4. ITNWNADR—=ILHBTTIr— 30— \DHDAVAR—ILONT I HEEIRLET , AZTIXEEFED Tomceat
[EEERAETIZ, Contrast EOPIZ/NURILENF=EDE AV AL—ILLET DT, Full installZ#IRLET, TDFE
F. Next > K2 EH)vILET,

[ Setup - Contrast Enterprise On-Premises 3.7.9 I;Ii-

C/>NTRAST

Choose the desired installation type:

(@) Fullinstal () Application Server Only

< Badk || Next > | | Cancel

5. FAEVRIFTANDEFRERELET.

AETIESAEVRT7AILIE = \OA—HILTALIR) IZF 90 O—REHTT DT, Choose how you would
like to link your Contrast license:DFAYFZ (4, Local FileZ:#IRL1=FFICLFE T, Path to License
[SIRREEEANTSH . BrowserRFAU &)L T FA VR T7AILDINREEELET (Hi:
C:¥Users¥contrastdemo¥Downloads¥contrast-03-31-2-21.lic),

Next > REVEI)YIL T RICEHET . BT 571V ADEHRMRRSNTI=H, OKEVJvILET,
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CC Contrast

| Setup - Contrast Enterprise On-Premises 3.7.9 |;|i-

Select Additional Tasks

Which additional tasks should be performed? c |)NTRAST

Select the additional tasks you would like Setup to perform while installing Contrast Enterprise On-Premises, then dick
Mext.

Choose how you would like to link your Contrast license:

Local File v
Path to License: |C:\Jsers \}:onhasbdemof-,Downloads \contrast-03-31-2021.lic

< Back || Next > | ‘ Cancel

6. Contrast EOPTERT 5 R—MEIEELET .

T I4ILNTlE HTTP#EKRIZ8080., Ly d o2 R—kZ8005, AJPTR—I 80096 ESNET . T IAILRLISI D
R—2EHAY 51541, Override the default port settingsZZiRL TEELE T, AE T, TI74I/LEDIE
HEALET DT, TDFEENext >R2E9)vILET,

| Setup - Contrast Enterprise On-Premises 3.7.9 |;|£-

Port Settings

Set the ports to which the Contrast server will listen c |,NTRAST

["] Override the default port settings

Web Port 8030
Shutdown Port (8005

AJP Port 8009

| < Back || Next = | | Cancel |

7. Contrast EOP#ZE{T9 dTomcat¥—/\ZDWVT, YR T LRI Z Y —/\ZRETEINESNEELET .
ARETIE, VAT LEERZH—E RZEEIT 571-6. Start server on system startupDF v IRy I A%EEIRL
f=FZFIZL. Next >IR2L %) ILET,
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CC Contrast

Setup - Contrast Enterprise On-Premises 3.7.9 \;Ii-

Server Settings

Settings for the induded Tomcat server on which Contrast runs. c |)NTRAST

Start server on system startup

< Back || Mext = | | Cancel

8. Contrast EOPD 7S )r—arH—/I\DHREELET,

Contrast Application Server URL

Contrast EOPIZH&#t 9 2T A THOI—C U MAVBIEICERTHURLERELE T, @F. Contrast EOPEFZETLT
WBTIUDHRAME EY RV R—AMERSNET,
RRSNTVHURLTHENETNIEZDFFICLET . URLEZE T HHE(E, OverrideDF Ty IRy IR
FryvPE ANURLERELET , KETIEL, RIRSNTLDURLEZDFHEFERALET,

Default Language

Contrast EOP TR 4B EBEEIRLE T, REBEARAVED2DODEENoFIRLET,

BAGZELMATRETTS., BREIIRER—RD=OCTILEIRA T av L TRREINER A BAREEZFA
¥ 5154 . Contrast EOPDA U RAR—ILMTE T LI RICEBEE NS BAEA T avFIEETHIENTESE
¥, CCTIFEEERIRL, EnglishOEEICLTEEET,

Use X-Forwarded-For header in logging?

O—KN\S Y FEHT 5156 . XFF(X-Forwarded-For)NyA —Z AL T, 9547 DX ETIP7RLURZEERT
BIENTEFT . BETHNIE, COFTavDF v IRV IRICF v DTET BEINITLHEAETEHY
FHEADT, ZDFEFELNext >SRIVEI )9 ILET,

© 2023 Contrast Security WindowshR Contrast EOPA > Ak— LA (K gR—T



C Contrast

| Setup - Contrast Enterprise On-Premises 3.7.9

Application Settings

ommunicating with the Contrast application c |) N T RAST

Contrast Application Server URL [ override
http: ffwindows:8080,/Contrast (7]

Default Language |English W

[] Use X-Forwarded-For header in logging?

< Back || Mext = | | Cancel
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C Contrast

9. MySQLOAYRAR—ILIZDWTEBIRBLUHREEFITVET .

FERTAMYSQLIZDWLNT, UTFTOWLWITMEERLET,

Default : Contrast EOPIZ/AVRILENTLVAMYySQLE AV AM—ILLTHERT S

Distributed: BXfF DT —4X—RXEFHT S

z&%g{& Contrast EOPIZ/AV R )L fzarR—r U hEERLET DT, T 74 /L Default)Z:ERLI-EFFICLE

Port
MySQLDR—FEIEELET . RETIX, TIAILR—FD13306%ZFDEEFERALET

Where should the database be stored?
MySQLT—AR—REJRHFTDTALIMN) ZEELET . RETIEL, TIHILLDEEFERALET,

Where should be backups be stored?
MySQLT —BR—ZAD/N\ITITTALINERELET . KE T, TIHILIDBEERALET,

Enable database backup?

MySQLT—AR—XD BB\ I T7YTEBNT 54T 3> TT, POCOTELHE TRIFIZ/N\VIT YT DRBEHE
WBEIZIE, FouoRYIREATDEETEE/ I T VT IEENDCLTEVTHEVELAN AETIE. 20
AT A E/YLTEEET,

When should backup run?
NI TV TERTTHREMEIRELET . KETIE, T74/L821:00:00)FZDFFEFEAL. BA21EFIT/N\VI TV
EETLES,

Next >R2%&0)vILET,

[ Setup - Contrast Enterprise On-Premises 3.7.9 I;Ii-

Database Settings

C[>NTRAST

(®) Default () Distributed
Port

13306
Where should the database be stored?

C:\Program Files\Contrast\data'db

Where should backups be stored?

C:\Program Files\Contrast\data\backups\db

When should backup run? |21:00:00 -5 @

< Back || Mext > | | Cancel
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C Contrast

10. JVMZERET SEEARTINES,

Choose a Java Virtual Machine: TLL TFTOWLWIF AN EIEELET .

Embedded: Contrast EOPIZ/\URLEn=JVMAE{ERT 5

Provide Your Own: BXZDJVMZEERT S

ARETEH. NURILENF-ELDZEFERALET DT, EmbeddedZ#EIRL-FFICLTHEEET,

LUTOIVMOTONT1EHRELET:

« Initial Heap Memory Allocation: E—7 BB D #) A A X
= Maximum Heap Memory Allocation: E—7 DR A H A X

= Maximum PermGen Size:PermGenfBigDH A X
AETH, TRTTIHILDFEFEDEEFALET A, BDEICHELTEEEELTESLY,

Run with Headless Configuration
JavaZANYRLRE—RTETTINERELFE T XETIE. F 3710V REDH LY —/\ LTIV AR—)LELTL
FTOT. ZOFTLav(TBRLEE A,

Next >iRAL %0y oL T, RICEAFET

\ Setup - Contrast Enterprise On-Premises 3.7.9 I;Ii-

JVM Configuration

Setti for the Java Virtual Machine on which Contrast is running c |)NTRAST

Choose a Java Virtual Machine:

(®) Embedded () Provide Your Own

Install Contrast Initial Heap Memory Allocation 1024M
Maximum Heap Memory Allocation |4096M
Maximum PermGen Size 300M

[] Run with Headless Configuration (E))

< Back || Mext > | | Cancel

© 2023 Contrast Security WindowshR Contrast EOPA > Ak— LA (K NR—o



C Contrast

1. WindowsDAA—hAZa—IZBER TR IHILFIZDODVTIEELET . AZETIE. FOEENext > REUEH) v
LET.

| Setup - Contrast Enterprise On-Premises 3.7.9 I;Ii-

Select start Menu Folder

Where she etup place the program's shortcuts? c |)NTRAST

Select the Start Menu folder in which you would like Setup to create the program's shortcuts, then dick Mext.
Create a Start Menu folder

ontrast Enterprise On-Premises|

Accessibility
Accessories
Administrative Tools
Maintenance
System Tools

Create shortcuts for all users

< Back H Next > | | Cancel

12. BETE3770)LDOHEAIAEY . Contrast EOPHEEISN T, T—AR—IAMNHEEINET,

| Setup - Contrast Enterprise On-Premises 3.7.9 |;|i-

Contrast Is Starting Up

Starting up Contrast on the embedded Tomcat server c |)NTRAST

with secretRequired="true™ but the secret attribute is either null or "7, This = E?‘E‘
combination is not walid.
281120 23.19.16,560 INFO (Server.java:4B4) Configuring Contrast HTTP

Connector 'U’—E\ZO)%E

281120 23.19.16,575 INFO (Server.java:431) Confizuring Contrast AJP Connector

VM Configuration
Install Contrast

v 281120 23.19.16,575 INFO  (Server.java:128) Registering Shutdown Hook
s 281120 23.19.16,575 WARN (Server.java:443) The AJP Connector is confizured

with secretRequired="true™ but the secret attribute is either null or 7. This
N combination is not walid. Contrast EOPI;‘
T 2A1120 23.19.16,575 INFO (Server.java:507) Starting Weh ferver THILETH—EXR
sl 281120 23.19.16,5878 INFO  (Server.java:128) Registering Shutdown Hook £ ’C%?ﬁ-éhij‘o

281120 23.19.16,575 INFO (Server.java:B07) Starting Web Server > .

Windows Server

() BEY—)ILDY—
E ADEMEIZT.

Contrast Server
WSH—ERHE
hThHBHEETER
#F9, Contrast
ServerDiEEIFF
[ZZEELEY, Bl

BEBZEITIICE,

g"\}@i o

B AN

TEFEY,

g/
i
I
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C Contrast

JFAILF) #BE(A) Fm(V)  ALT(H)
e cd=zHE » v s o w

Sk B-ER (O || &m - ikl HEE Ze-rtPTOEE 044 -
;. COM+ Event System Hii-F2ATL ... EiTE EBH Local ...
;. COM+ System Application Jdh—FF A7... FE Local ...
&, Computer Browser FuI—4 EDT ... iy | Local ...
I:: .. Contrast Server Contrast Server EiTm EH# Local ... -
.. Credential Manager TFTTRE... FE Local ... -
. Cryptographic Services EREZNZEEY. =75 EE Metw...
;. DCOM Server Process L... DCOMLAUNCH ... T EE Local ...
. Device Association Service TATLETAT—... FE (FUA-B3ES) Local ...
. Device Install Service I-H-HE0E... FEh (HJA—EIs)  Local ...
. Device Setup Manager FTIAZERET 3. FE) (M-I Local ..

Contrast EOPD Q4 [ZDL\T
Contrast EOPMSDOY (&, LDDDTALIR) 1IZHYET,

Ay DIL—kT 4L IR ($CONTRAST_HOME/logs)IZIE. TomcatDcatalina.out 77 JLE—HEIZTH+EROT T7
AIEEDRHYET , server.log L\ 3ZHTINOS 774 )LIZIE, Contrast EOPRTHEALTWSIERIFEENEEA
H3. Contrast EOPD#EEI & vy kAU AN ERER SN ET D T. Contrast EOPDEFIEFAE LD IR REIRIET 51
DIZBHBTEET,

BN L logs | = [ o [
Pl i-s  HE  EF 7]
(e - 4 | | « Program Files » Contrast » logs v c,| | logsDisE je] |
A7 - E=frr == iEHE -
v BEAD EEl EFOR B4 pE e
& Foe0-F | access_log.log 2020/11/28 23:21 FTHAF FFaxdb 0 KB
B AT |_| catalina.out 2020/11/28 23:19  OQUT Z71ll 0 KB
L BirETUEERT | | catalina.out.lck 2020/11/28 23:19  LCK JF{Il 0 KB
|| serverlog 2020/11/28 23:19 THAR FFaA b 9 KB
M pC
4 Han0-F

TR0 DT 14LYK) (SCONTRAST_HOME/data/logs)IZIZ. Contrast EOPDREITHMDOS A ERkShEz T, =
ZIZERTI7AIBNUKODBYETHI, —BEELT7/ILIX. contrast.logTT . CDIT7AILIE, A E1BTT
1J;r—3>0%5 T, Contrast EOPRTHRAL TS T R TDIEHRMEERSNE T DT, Contrast EOPTIS—HVH
ELTWVSHERERTHIERICIE. RPITHELOOTESRBLET,
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C Contrast

SECURITY

m-h HE =T v @
I:(__—) - 1 | | <« Program Files » Contrast » data » logs v & ‘ | logsias o |

e BEEAD Z8 B =l =1 Y47

o Su0-f || agent_audit.log 2020/11/28 23:19  FFAF FFadwb 0 KB

B TR | agent_queue_audit.log 2020/11/28 23:19  FHA FFadft 0 KB

= FRE LS || audit.log 2020/11/28 23:19  FHAP FFasut 0 KB

| __ contrast.log 2020/11/28 23:37  FHAR FFaivh 396 KB

M pC | impersonate.log 2020/11/28 23:19  THAP FFasb 0 KB

B Auno-F || ldap_ad.log 2020/11/28 23:19  FFAP FFadxt 0 KB

m TAOT || migration.log 2020/11/28 23:19  FFAF Ffadvt 0 KB

5 Pk | performance_audit.log 2020/11/28 23:19  TFAR FFaxb 0 KB

= FhFv || security-events.log 2020/11/28 23:19  FHA FFadft 0 KB

g 7 || tasks_audit.log 2020/11/28 23:19  FFAP FFadzt 0 KB

W 1wl | webhook_audit.log 2020/11/28 23:19 FTFAPF FFadxk 0 KB

#EHY—E REERFIZDULNT
AV A—ILDERED IFETContrast EOPHEEISNET M. A1V AR—ILEDHD TDREEITHSI-HIZEEREIAH
MET, IhlE, T—ER—XDNH LR E DR EIITHONSI=OTT M, A1V R—ILEZ DY EDREEFD
J"—GTO L(f%(?—ét~ u-Fa)J:5I:’f>ZI~_)[f5+ET@EEbiﬁﬁéhiio

nfiguration

Install Contrast

Completing the Contrast Enterprise On-Premises Setup
Wizard

Setup has finished installing Contrast Enterprise On-Premises on your computer, The
application may be launched by selecting the installed icons.

Click Finish to exit Setup.
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C Contrast

I599hs05 4
Contrast EOPDE Y7 YT MET L, Y—ERADETHTHD

CEEERTEL, IV ERSILTAU A —ILEIZIEEL
f-Contrast EOPDURLIZ74EXLET, c ) N T R AST

Oy A EEARREND, A—/ —EBETOT(VLET, SECURITY
TIAILEDA—/\—EEE (SuperAdming) D EREHEHR L. LL

-Fo)ﬁgit':ti")gs?—o l_-'j:% a)r%*io)F}’rp%Jo)g[‘ﬁ(i\ Welcome Back!

Contrast HubIZBJ A2 L1=BRIZERLI=ZH IV DR AL

fd: LJ E-g— o contrast_superadmin@contrastsecurity.com

- RA—N\EEFEQI—H4:
contrast_superadmin@=tt DR A4

. AR =R

defau|t1 ! Forgot your password?

AZDHITIE, Contrast HubIZRAY A LI=FEIZERLI=7 Ao kA, testuser@contrastsecurity.com T DT, &
DA ERS [Fcontrastsecurity.comEZUET , CDIHE . A—/NEEZDFEREERIT. L TOXIILYVET,

= RA—/NEBEEDI—Y 4 contrast_superadmin@contrastsecurity.com

= JNRATJ—F: default1!

AJA %L VAT LEBEROEERNRTEINET .

FHRAVAP—ILE#ZDED ., EEALBREINTEYER A ROATYTELT, A—FDERCHEBDRTELRE
Contrast EOP T AT LEER T ALELSHYET, 35M(Z. [Contrast EOPIA Y IR E—FHAR 1S BL TS
LY,

CIONTRAST

=0 =0 B 1 1 0 12

Applications Servers COrganization Groups Users
0 Allocated Licenses Organizations Technologies Groups
El EOP Test
0 Licensed Applications | 0 Unlicensed Applications
0 Vulnerabilities By Severity ~
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