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Welcome!

Contrast Security, Inc. © 2020 20200925-1724.c6abea?
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#FEALFEIT DT, Linux Installersz4") v o LZET,
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C Contrast

Welcome, Contrast Test!

Licenses
Linux Installers

Windows Installers

Contrast Security, Inc. @ 2020 20200925-1724.c6abea

3. Linux InstallerszF') /L5 L. TeamServer®Download% %) vo L%,

Welcome, Contrast Test!

Licenses

Linux Installers

Type Version Release Date File Name File Size Download

I:::Berver 3.7.9.1253 11/03/2020 Contrast-3.7.9.1253:sh 270GB VRGm

4. RITSAERIT7AIWNEZH2O—KRLET, Licenses%:EIRL. Download%4")voLET,

Welcome, Contrast Test!

Licenses

Current License

License Assessment Expiration  Assessment Applications Protection Expiration  Protection Servers

|::> contrast-03-31-2021Jic  03/31/2021 5 11/01/2020 0

MD5 Sum

5. 4r0O—KLf=4>Ar—F(Contrast*.sh)&5 4t X774 JL(contrast* lic)&Contrast EOPZ A/ Ak—/)LF B
TIOUDEBDTALIRN) ITENTIEELY,
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C Contrast

vagrant@ubuntu: /opt/install_media$ 11

total 2829392

drwxr-xr-x 2 root root 4896 Nov 25 @1:13 ./
drwxr-xr-x 3 root root 4996 Nov 25 01:11 /

-rw-r——r—— 1 vagrant vagrant 802 Nov 2 ©5:01 contrast-03-31-2021.1lic
-rwxr-xr=x 1 vagrant vagrant 2897280866 Nov 11 @5:57 Contrast-3.7.9.1253.shx*
vagrant@ubuntu:/opt/install_media$

WHEDHEREFSA4TSY

Contrast EOPDZESTIZIE. MySQLEEITT 5= DEEFZATS)NBETT , Ff=. Linux EIZTAHbEAVRb—
T B0 fontconfig\Wr—UDNETY , CHIADOSIZEHE T, UTOIATUREERTLT. HEOEE
FATSVEAD A= ILL TS,

e RHEL 8.6Mi&H&:

[contrast@myserver ~]# dnf install -y ncurses-compat-libs libaio fontconfig

o CentOSZEI=IFRHEL 7TMIF4E -

[contrast@myserver ~]# yum install -y libaio fontconfig

e UbuntutL<L[EDebianMiF4E :

[contrast@myserver ~]# apt-get install -y libaiol libaio-dev fontconfig

AETIE. UbuntuTOA U Rb—)LFBHEIZEERBALET DT, U TOBEYIATUREETLT. HEBS4TIUEAVR
I\_)l/bij-o

vagrant@ubuntu:/opt/install_media$ 11

total 2829392

drwxr-xr-x 2 root root 4996 Nov 25 01:13 ./
drwxr-xr-x 3 root root 4096 Nov 25 01:11 /

-rw-r-—r-—- 1 vagrant vagrant 802 Nov 2 ©05:01 contrast-03-31-2@21.lic
-rwxr-xr-x 1 vagrant vagrant 2897280866 Nov 11 05:57 Contrast-3.7.9.1253.sh%
vagrant@ubuntu:/opt/install_media$ sudo apt-get install -y libaiol libaio-dev fontconfig
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AV AR—=ILDELT

1. Contrast EOPDAVA—ZIEEEEERDHLH1I—HFELTEITTILENHYFET LLTDLIIZ, sudod
RURZEFERLT, AV RAR—35(shT7 /L) ERTLEY,
vagrant@ubuntu: /opt/install_media$ sudo ./Contrast-3.7.9.1253.sh

2. Yz )LEETTSHE. Contrast EOPD AV AM—)LEETLTHRULIDDER DAY E—UDRREINFET DT,
Enter+—Z#LEY,
vagrant@ubuntu:/opt/install_medias$ 11
total 2829392
drwxr=xr-x 2 root root 4096 Nov 25 ©01:13 ./
drwxr-xr-x 3 root root 4096 Nov 25 01:11 /
-rw-r——r—- 1 vagrant vagrant 802 Nov 2 @5:01 contrast-03-31-2021.lic
-rwxr=xr-x 1 vagrant vagrant 2897280866 Nov 11 05:57 Contrast-3.7.9.1253.shx

vagrant@ubuntu:/opt/install_media$ sudo ./Contrast-3.7.9.1253.sh
Unpacking JRE ...

Starting Installer ...

This will install Contrast Enterprise On-Premises on your computer.
0K [0, Enter], Cancel [c]

3. Contrast EOPDFF#R#I(CONTRAST ON-PREMISES END USER LICENSE AGREEMENT)MW & RSN FE
¥, AETDHEE. EDFFEEnterZERLKT THRARMNOREETITE A(RAET D) EERLET,

This Agreement shall be deemed to have been made in, and shall be construed
pursuant to the laws of the State of California and the United States
without regard to conflicts of laws provisions thereof, and without regard
to the United Nations Convention on the International Sale of Goods or the
Uniform Computer Information Transactions Act. This Agreement is the
complete and exclusive statement of the mutual understanding of the parties
and supersedes and cancels all previous written and oral agreements and
communications relating to the subject matter hereof and any waivers or
amendments shall be effective only if made in a writing executed by
authorized representatives of both parties; however, any pre-printed or
standard terms of any purchase order, confirmation, or similar form, even if
signed by the parties after the effectiveness hereof, shall have no force or
effect. The substantially prevailing party in any action to enforce this
agreement will be entitled to recover its attorney's fees and costs in
connection with such action.

I accept the agreement
Yes [1], No [2]
1

4. RIZContrast EOPZEEDTALIN) [TAVAM—ILT BMERELFET  AETIE, RINSNT=T THILEDHEEE
T4LYIM) (CZTIE. fopt/contrast)Z AT HZLEL. TDFEFEnterF—%1HLET,
Select the folder where you would like Contrast Enterprise On-Premises to be
installed, then click Next.
Where should Contrast Enterprise On-Premises be installed?

[/opt/contrast]
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CC Contrast

5. TIAVAM=IHBTT)r—230H—N\DHDARA—ILDOVNTNHERIRLET , KAETIXEEED Tomceat
(XFEAETIZ. £ TContrastiZ/\URILENT-EDEAVA—ILLET DT, Full installZ:&IRLET ., #DFE
*x.Enter¥—%#LZEY,

Full or Application Only Install
Choose the desired installation type:

Full install [1, Enter], Application Server Only [2]

6. FAEVRIFANDIGHERET 2AVE—IDNRTEINET SAEVRT7AILIE —/\OO—HILTA4L I
JIZHYET DT, TT1E2AHNLTEnterz#L., SAtR/AREADLET (H:
/opt/install_media/contrast-03-31-2-21.lic),

Choose how you would like to link your Contrast license:
Local File [1, Enter]

Hub Download [2]

1

Path to License:

(1

Jopt/install_media/contrast-03-31-2021. lic

AT HIM o RADEBINRTEINET DT, RBEHEZEL TS,

7. Contrast EOPAMERT B R—rEHEELET . T 74 /LN(No[n, Enter]) Tld, HTTP#E#:(28080. v ybk5 o
R—KIZ8005, AJPFR—KZ8009M 8 ESNET . KETIE, TIAIIDEEFERALET DT, ZDEFEnters
BLET,

Set the ports to which the Contrast server will listen
Override the default port settings?
Yes [y], No [n, Enter]

8. Contrast EOPZEXT9 dTomcatt—/\OBMEICBIL TERELET . CCTlE, PR T LEBFICH—/N\ZEST
BEMESIMEELET , AETIE, DRATLEFICH—ERLEEIT 5 FIREL. ZOFEFEntersHLET,
Settings for the included Tomcat server on which Contrast runs.
Start server on system startup?
Yes [y, Enter], No [n]

9. Contrast EOPEZETY B8 D1—HFEZ DAV A— LB RIZFHIRIER T HNEINEERLET , #HiR
[ZHERRE SIS MBICA— OV IL—TZ2ERT 50 BFEO1I—FEFEAT 5553, FEHillContrast EOP
ADA—HZEBLTHEIEZMELE T, ST TIHILEDERTE (contrast_service1—HEER T %) %:E
RLES DT, EnterzBLET,

Settings for overall behavior of the included Tomcat server on which Contrast runs
Service User Settings
Create User (contrast_service) [1, Enter], Create New Custom User and Group [2], Use Existing

and Group [3]

10. Contrast EOPDEITHA(BEBEICRELIAERTIYURERITI AR ERELEFT . RETIX., sudoZ{#
ALTAURAM—5FFTLTWET DT, Contrast EOPHFEI#RIZsudo TEITIT A EELFET . TDEZE. Enter
=HWLET,
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CC Contrast

Runas Mechanism
sudo [1, Enter], su [2], runas [3]

11. Contrast EOPIZ#E#HT AT R THOI—L N EEIZERTHAURLEFHRELET . cIL., 8. Contrast
EOPZETLTLA YLV DHRAMR EYRZ VT R—DMEHEEINET .

Contrast Application Server URL:[ZR RSN TWAURLEHEZRLET . URLEZZEETAIBE(E. yEAALTHMS
URLE?‘E‘;EL?’“O AETIE, RRSNTWAURLIFZEFE LT IZZDEEFEHT H(No [n, Enter])f=h. ZDFEFE
Enterz#LEY,

Settings for communicating with the Contrast application
Contrast Application Server URL: http://ubuntu:808@/Contrast

Override?
Yes [yl, No [n, Enter]

12. Contrast EOPTHIFHTAEEBEEIRLET , REBLEARAVED2ODEEIGERLET,

AARELFAFEETT A, BAZEFIRER—FRD =D TIHEIRA T av L TR RENFF A, BARELZFIA
95154 . Contrast EOPD AV AL T L RICEEBE@EMN S BAREA T3V EiEETHIENTESE
9, CCTlE, KEB(English)ZERLET , TOFFEEnterzHLET,

Default Language
English [1, Enter]

Spanish [2]

13. O—KN\SUHZFERT HHA . XFF(X-Forwarded-For )Ny —%ERAL T, 7547V rDEIETIPPRLRESE
BRI BENTEETT  HDETHNIL., Yes[y]&BIRLFET . BENIIDHBATIEIHYEFLEADT, TOFFEEL
Enterzf L% 9,

Use X-Forwarded-For header in logging? ?
Yes [y], No [n, Enter]

14. MySQLD A RAR—ILIZDWVTEIRLE T, Contrast EOPIZ/ AR ILENTLVAMYSQLE AV AR—ILLTIEH
¥ %(Default)h . BEEDT—ER—REH AT S(Distributed) DLV F I hEEIRLET . KETIE. Contrast
EOPIZ/NAVRILENF-aVR—R U b ET AR TAUAR—=)ILLTVWEET DT, DefaultZRIRLET . TDFEF
Enterz#LEY,

Choose a MySQL database configuration.
Default [1, Enter], Distributed [2]

15. MySQLT—AR—X([ZEF BHRELELOMTLET , £9'. MySQLDOR—IEFIEELE T A, KETIX, T+
JLER—ED13306%ZF DEEFALE T, EnterFHLET,

Port
[13306]

16. MySQLT—HAR—RZERETETALIMN) Z&IRLE T, KETIE. RRSNWTWSTALIMN) 2FDFEFEH
45LL T, EntergiBLET,
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CC Contrast

Where should the database be stored?

[/opt/contrast/data/db]
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CC Contrast

17.

18.

19.

20.

21.

22.

23.

MySQLT—RR—ZAD/N\vIT7vTT4LUMN) ZFIRLET , LFRERRIZT 74V EFERT S EEL. Enter
EFHLET,

Where should backups be stored?

[/opt/contrast/data/backups/db]

MySQLT—RR—XD BB/ N\ I T VT =BT AT aVEBIRLET , POCOTERE TERIC/ AW ITY
TOBENGENGEEICIE, TIAIEONERRL, BEI/ NI T7YTEEHILTEVTEEBVERT AN AET
(o Ty T BT E=HYesERIRLET . yFANLET,

Enable database backup? ?

Yes [y]l, No [n, Enter]

y

NI TV TERTTHHEMERELET . CSTIE TIHLNDEEEBFRI46ET DD T, EntergHLET,
When should backup run?: [HH:mm:ss]
[04:00:00]

JVM#%ERLET, Contrast EOPIZ/\U R ILENT-JVMZ(FE BT 5(Embedded)H . BEFEDIVMEEFHT 5
(Provide Your Own)mhOWWT MM EIRELE T AETIE. NURLSN-LDEFEALET DT, TDFEE
Enterz#LEY,

Settings for the Java Virtual Machine on which Contrast is running
Choose a Java Virtual Machine:
Embedded [1, Enter], Provide Your Own [2]

JVMOTONTAFHRELE T, TF (X, E—TBEDHHAY 1 XTT, Contrast EOPEA 2 Ah— /LT BIREEIC
FHOTERBYFETH, RETEXDLEOLT2GBEHRELET , 2048ME A SIL, EnterF#LE T,

Initial Heap Memory Allocation
[1024M]
2048M

RIZ, E—TRBORAVAXEHELET . TDFFAGBEERTHLEL, EnterziBLET,

Maximum Heap Memory Allocation
[4096M]

PermGenfBE D H A XEHELET . SEIL. TIAILEDI00MBDEETHAHD T, EEHE T (ZEnterZifL
*9,

Maximum PermGen Size

[3eeM]
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C Contrast

24. JavaZEANYRLRE—RCEITTINEIRELET . AETIE. VSTV RBEDE NS —/INLETAUR—ILLT
WBDT, AYRLRE—FZEIRLET, TOFEE. EnterziLET,

Run with Headless Configuration?

Yes [y, Enter], No [n]

25. BETEI771ILDMEAIEEYET, Contrast EOPHREIL . T—ER—AMEEINET,

Extracting files ...
Fixing ESAPI

Writing properties files
Setting up JVM Options for Contrast Server
Setting up Contrast Server Service
Creating contrast_service User

Setting File/Directory Permissions
Scheduling Database Backups

Installing Service

Starting Service

Connecting to the configured MySQL Database

Starting up Contrast on the embedded Tomcat server

To track the progress of Contrast startup, run

tail -f /opt/contrast/data/logs/contrast.log -f /opt/contrast/logs/server.log
Setup has finished installing Contrast Enterprise On-Premises on your
computer.

Thank you for installing Contrast Enterprise on Premise. Your server should
now be running.

Finishing installation ...
vagrant@ubuntu:/opt/install_media$

A A= ILDHER
H—/\O05 DBE

AV RN—=ILTALIR) (28 Bserverlog T, 1V AM—ILODEITRIREERLET . 1V AM—ILTALIR) IZF5E)
L.serverlog#taild b, AVA—ILODIRALHERTEET,
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C Contrast

vagrant@ubuntu:/opt/contrast$ tail -f logs/server.log

251120 .50.40,125 INFO (Server.java:386) Loading TeamServer Web Application

251120 05.50.40,154 INFO (Server.java:392) Registering Remote IP Valve

251120 .50.40,155 INFO (Server.java:396) Registering Access Log Valve in: /opt/contrast/logs

251120 .50.40,159 INFO (Server.java:4@7) Creating ROOT Context with Base Directory: /opt/contrast/tomcat/contrast-roo

t

251120 .50.40,163 INFO (Server.java:418) Host Deploy On Startup: true, AutoDeploy: false

251120 05.50.40,163 INFO (Server.java:464) Configuring Contrast HTTP Connector

251120 .50.40,183 INFO (Server.java:431) Configuring Contrast AJP Connector

251120 05.50.40,184 WARN (Server.java:449) The AJP Connector is configured with secretRequired="true" but the secret at

tribute is either null or . This combination is not valid.

251120 ©5.50.40,184 INFO (Server.java:128) Registering Shutdown Hook

251120 05.50.4@,185 INFO (Server.java:5@7) Starting Web Server

251120 05.52.04,531 INFO (Server.java:515) Checking 1 connector(s)

251120 05.52.04,557 INFO (ConnectionTester.java:66) Testing http with url: http://localhost:808@/Contrast
251120 .52.05,306 (ConnectionTester.java:76) Received code 2@0@ from TeamServer

251120 @©5.52.05,308 (ConnectionTester.java:87) Server start has been verified with http

| 251120 .52.05,308 (Server.java:519) Contrast TeamServer Ready - Took 100997ms

F—RR—ZZX—THMEFH SN THEES N . TomcatH—/\AHBEILE T, v DY Y—RIRRIZEYET A,
ContrastD#)EIFEENIR 21— EDWEEEIRIARITEIND=5H ., D RERAINYET,

"Contrast TeamServer Ready” D Ayt—U NRRJSNTL V=5, Contrast EOPDH—E XAFEEIL TLVD I E73Y
79,

aAYURIZKB Y —E ADHER

Contrast EOPAIEEIZEIEL TLVE MM E, H—E XM<Y KRITstatusA TS a1+ THEELET LTDLS(Zav
~ K% A AL, "contrast-server is running.”EL\5 Ay tE—UANRNLIE, Contrast EOPHA IEEEICETSNTLNET,

vagrant@ubuntu:~$ sudo service contrast-server status
contrast-server is running.
vagrant@ubuntu:~$

JOtXDHEER

Contrast EOPAMERT37AtRIE. 22HYET , Web7 TUSr—2a0Di=HDJavad At RE T—ER—ADT=
HOMySQLTOERTY, ps auxaAYURET, MADTOCANERITHTHDHELXHERL TS,

vagrant@ubuntu:~% ps aux | grep contrast

contras+ 1015 18.8 5.5 6820644 222800 pts/1 Sl 00:22 9:02 -server
-XX:MaxPermSize=300M -Xmx4096M -Xms2048M -enableassertions -server -Djava.net.preferiPva ack=true
-XX:+UseTLAB -XX:+UseCompressedOops -XX:+UseConcMarkSweepGC -XX:+PrintVMOptions —XX.+Pr1ntCommandL
ineFlags -XX:+HeapDumpOnOQutOfMemoryError —XX:HeapDumpPath=/opt/ /logs -Dfile.encoding=utf-8
-Djava.awt.headless=true -classpath fopt/ /.install4j/i4jruntime.jar:/opt/ /.install4
J/launcher172586ef.Jar./opt/ /lib/* install4j.com. security.teamserver.Server start -

.home=${installer:sys.installationDir}
contras+ 1054 182 67.7 9609584 2741380 pts/1 Rl 00:22 0:17| /opt/ /mysgl/bin/mysqlc

o-defaults —-performance_schema=0N --max_allowed_packet=1024M --slow_query_Llog_file=/opt
ata/logs/mysql-slow. log ——innodb_buffer_pool_size=8192M --datadir=/opt/ /data/db —-log_error
=/opt/ /data/logs/mysql_error.log ——general_log=0FF ——general_log_file=/opt/ /data/lo
gs/mysql.log ——collation_server=utf8_general_ci --skip_symbolic_links=YES --character_set_server=ut
f8 —-basedir=/opt/ /mysql --default_storage_engine=InnoDB —-explicit_defaults_for_timestamp=
ON --sql_mode=NO_ENGINE_SUBSTITUTION,STRICT_TRANS_TABLES,NO_AUTO_CREATE_USER —-port=13306 —-log_que
ries_not_using_indexes=0FF —-innodb_file_per_table=0N —--socket=mysql.sock —--long_query_time=2 —--log
_output=FILE ——pid-file=/opt/ /data/db/MysqldResource.pid ——slow_query_log=0FF ——innodb_log_
file_size=4096M
vagrant 1682 0.0 0.0 10468 940 pts/0 S+ 00:22 0:00 grep ——color=auto
vagrant@ubuntu:~$
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C Contrast

H—EXaTUKR
Contrast EOPDFH#ZE). FtE. FIENANELISEX. TNENUTEERTLET:

e Contrast EOP#Z&}: sudo service contrast-server start
e Contrast EOP{ZLL :sudo service contrast-server stop
e Contrast EOPHE#Z&):sudo service contrast-server restart
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C Contrast

Contrast EOP®D Q4 (2D T
Contrasth oD A% (&, LMD TFTALIM) [ZHYZET,

Ay DIL—kT 4L IR ($CONTRAST_HOME/logs)IZIE. TomcatDcatalina.out77 A JLE—HEIZTH+EROT T7
AIVIGENHY. Contrast EOPDEEIFFOFE LB DR REIBIET H-HOIZSRBTEET,

vagrant@ubuntu:/opt/contrast$ cd logs
vagrant@ubuntu:/opt/contrast/logs$ 11

total 668
drwxr-xr-x

drwxr—-xr—x

—rw-r——r—-
—rw—r-—r--
—rw-r-—r--
—rw-r-—r--

contrast_service
contrast_service
contrast_service
contrast_service
contrast_service
contrast_service

contrast_service
contrast_service
contrast_service
contrast_service
contrast_service
contrast_service

vagrant@ubuntu:/opt/contrast/logs$

4096
4096
373
659579
]

7277

/

/
access_log. log
catalina.out
catalina.out.lck
server. log

T—2O5 DT 1L (SCONTRAST_HOME/data/logs)IZI&. Contrast EOPDE{THOOS A FSNET, =
ZIZBATIT7AILDBUK OO BYFET N, —BEELT7AILIL. contrast.logTT , CDT7 ALK, A EDBTT
1J4r—,320% T, Contrast EOPATHELEL TWATRTOFRMNEREZSINFET DT, Contrast CTTS—MEELT

WOWEHER T HEBICIE. ZANCEoDAJESRLET,

vagrant@ubuntu:/opt/contrast/logs$ cd ../data/logs
vagrant@ubuntu:/opt/contrast/data/logs$ 11

total 488
drwxr-xr—x
drwxr-xr—x
-rw-r-—r—-
—rw-r-—r—-
-rw-r-—r—-
—rw-r-—r—-
-rw-r-—r—-
—rw-r-—r—-
-rw-r-—r—-
—rw-r—-———-
-rw-r-—r—-
—rw-r-—r—-
-rw-r-—r—-
—rw-r-—r—-

RFRRPRRPBRERBPEBREBERERERON

contrast_service
contrast_service
contrast_service
contrast_service
contrast_service
contrast_service
contrast_service
contrast_service
contrast_service
contrast_service
contrast_service
contrast_service
contrast_service
contrast_service

contrast_service
contrast_service
contrast_service
contrast_service
contrast_service
contrast_service
contrast_service
contrast_service
contrast_service
contrast_service
contrast_service
contrast_service
contrast_service
contrast_service

vagrant@ubuntu:/opt/contrast/data/logs$

© 2023 Contrast Security

Linuxh Contrast EOPA> Ar—ILHAK

/

/
agent_audit. log
agent_queue_audit. log
audit.log
contrast. log
impersonate. log
ldap_ad. log
migration. log
mysql_error. log
performance_audit. log
security-events. log
tasks_audit. log
webhook_audit. log
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C Contrast

TS99 hoa54Y
Contrast EOPDEYR 7Y TIMNTET L, Y—ERADRERTHTHAHEEHRTED, TS5V EREL TAIVA—/Lh
1235 Lf=Contrast EOPQURLIZZHZEALET,

AJ A EENRREINE R—/\—EBETATI1VLET,

TIHILEDA—/\—EIEE (SuperAdming) DEREEIEHR(E. LL c ‘ ) N T R AST

TOBERICHYET, a—FRDISHORAS L |DERH .
Contrast HublZa4 4> LI=BIZERLI=Z AU RDR AL SECURITY
TYET,

Welcome Back!

- RA—NEBEOQOI—F4E:
contrast superadmin@'%‘*id) F‘)(,rs/% contrast_superadmin@contrastsecurity.com
= NRDJ—K: L eeeeses

default1
AZDHITIEL. Contrast HublzBF Ao L-IZEBLf-7H™

U bhH, testuser@contrastsecurity.com T DT, BHLDK A “

v ER4y[Econtrastsecurity.com&EYET , CDIHE ., RA—/NEE -
%@Eﬁ%ﬁ'ﬁ:#ﬁli, uT@*a(:UL}ij’o Forgot your password?

= R—/\NEEEDI—H 4 contrast_superadmin@contrastsecurity.com

= JXRATJ—F: default1!

AJAM 9 %L ERERDEEARRINET .

FHRAVAP—IILE#ZDED ., EEALBREINTEYER A ROATYTELT, A—FDERCHEBDRTELRE
Contrast EOP T AT LEER T HALELHYET, 35M(Z. [Contrast EOPIA YO RE— HAR 1S BL TS
LY,

CIONTRAST

=0 =0 B 1 1 0 12

=
Applications Servers COrganization Groups Users
0 Allocated Licenses Organizations Technologies Groups
El EOP Test
0 Licensed Applications | 0 Unlicensed Applications
0 Vulnerabilities By Severity ~
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