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Name
Commit Hash
Committer
Branch Name
Git Tag
Repository
Test Run
Version

Build Number

Value

commitHash

committer

branchName

gitTag

repository

testRun

version

buildNumber

Javav AT L7074 & UTIETE

-Dcontrast.application.session metadata="branchName=feature/some-new-thing,
committer=Jane, repository=Contrast-Java"

ContrastL—3 T > N Dyamlz&E 7 7 1 )L TIEE

application:
session _metadata: branchName=feature/some-new-thing,committer=Jane,
repository=Contrast-Ruby

CI AT L (JenkinsZR &) DIRIBZ#HZEIL R AV U T NANTES

-Dcontrast.application.session_metadata="branchName=$GIT BRANCH,committer=$
GIT_COMMITTER_NAME,commitHash=$GIT_COMMIT_HASH,repository=$GIT_URL,buildNum
ber=$BUILD_NUMBER"

B KE 2 X2 (https://docs.contrastsecurity.com/en/configure-session-metadata.html) & D
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Collection<Owner
System.out.

i (String lastName) {
("Vulnerable method 1");
hs
SELECT DISTINCT owner FROM Owner owner left
‘" + lastName +

// MEBBRITVEE —
String sqlQuery =
join fetch owner.pets WHERE owner.lastName LIKE

ot
%

TypedQuery<0Owner:
Owner. A

// HE8HU TUREE -

return query.

query = .entityManager. (sqlQuery,

2. I—I T VRNATIgYT By g Xy

7 —7% Build Number=1%Z3EE U CicH) - IBE

javaagent:contrast.jar \
Dcontrast.config.path=contrast_security.yaml \
Dcontrast.application.session_metadata="branchName=feature/

some-new-thing, committer=Jane, repository=Contrast-Java, buildNumber=1" \
jar ./target/spring-petclinic-1.5.1.jar

MDiEFF (1/3)

3. MHHIER DRI

(- petclinicdemo5

URL BE: Java | EE:

wE  WBE xE 173U POTAET A

F—TFvh (5)v Q REPOSITORY TR v Yo TERRIL—TL 1 V- NEERE
RAE Y B ¥ BikO®RH v RF—FZY tyvary
H2L471117HT 3 Towners) K=Y MastName) /85 pepesy Py, ot
I e - - o
= paie il aER A S 1R HEA ContrastJva

¥ i

F—= F])77‘)*H3§Ji0)t&m

puwssrsssmoni Cam petcl
BIDRE 1 BRI

L—=baRLyY  TE-YvT  KUY—

URL: E5E: Java

HQLf vy oo av:

§T Bft: 12/12/20220¢ RAF—YR: BE ID: J8Q
WE B2 HTTPIE EERmE  HE FUTAET1

string[] = facade.getParameterValues(
"lastName")
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query = impl.createQuery(’SELECT
DISTINCT owner FROM Owner owner left
Hodis sy

L I

i}
%

TJownersy R—I®D FlastNamey /XFXA—%

lastName = davis

SELECT DISTINCT owner FR...E
owner.lastName LIKE 'davist'

SELECT DISTINCT owner FR...E
owner.lastName LIKE 'davist'

C

9 b

Contrast



@ MR —RKR=EBEL. BT AL

1.{IEESnfcd—NK

Collection<Owner: d (String lastName) {
System.out. ("Vulnerable method 1");

// MEssHRITY — ZZh5

//String sqlQuery = "SELECT DISTINCT owner FROM Owner owner left
join fetch owner.pets WHERE owner.lastName LIKE '" + lastName +
//TypedQuery<Owner> query = this.entityManager.createQuery(
sqlQuery, Owner.class);

// MeS87T TR — ZZET

/] BEEH — ZIhH5

String sqlQuery = "SELECT DISTINCT owner FROM Owner owner left
join fetch owner.pets WHERE owner.lastName LIKE :lastName";

TypedQuery<Owner> query = .entityManager. (sqlQuery,

astName", lastName + "%");

return query. (OH

2.I—Y TV RNATI3YT, By aruXy
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javaagent:contrast.jar \
Dcontrast.config.path=contrast_security.yaml \

Dcontrast.application.session_metadata="branchName=feature/
some-new-thing, committer=Jane, repository=Contrast-Java,buildNumber=2" \
jar ./target/spring-petclinic-1.5.1.jar
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Collection<Owner (String lastName) {
System.out. ("Vulnerable method 1 - Two vulnerable queries");

String lastNamel = lastName;
String lastName2 = lastName;

// 7 TU1(KEsS) — start

String sqlQueryl = "SELECT DISTINCT owner FROM Owner owner left join fetch owner.pets
WHERE owner.lastName LIKE ' lastNamel %'

TypedQuery<Owner> queryl = .entityManager. (sqlQueryl, Owner. );

// 2TJ1(kES) — end

// 7 TJ2(KEs8) — start

String sqlQuery2 = "SELECT DISTINCT owner FROM Owner owner left join fetch owner.pets
WHERE owner.lastName LIKE ' lastName2 %'

TypedQuery<Owner> query2 = .entityManager. (sqlQuery2, Owner. )

// 2xT2(kE5) — end

Collection resultl = queryl.
Collection result2 = query2.

return resultl;

2 ODIEEDSE T DOMEELTT R~
(ByyayAXy97—5iEELL)

Collection<Owner: (String lastName) {

System.out. ("Vulnerable method 1 — Two vulnerable queries");

String lastNamel = lastName;
String lastName2 = lastName;

// 2TJ1(RL) — start

String sqlQueryl = "SELECT DISTINCT owner FROM Owner owner left join fetch owner.pets
WHERE owner.lastName LIKE :lastName";

TypedQuery<Owner> queryl = .entityManager. (sqlQueryl, Owner. DB

queryl. ("lastName", lastNamel %");

// 7TJ1(RL) —— end

// 7TVU2(k5) — start

String sqlQuery2 = "SELECT DISTINCT owner FROM Owner owner left join fetch owner.pets
WHERE owner.lastName LIKE '" + lastName2 + "%'";

TypedQuery<Owner> query2 = .entityManager. (sqlQuery2, Owner. );

// 2TU2(fEs5) — end

Collection resultl = queryl. 0;
Collection result2 = query2. 0;

return resultl;
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